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About Bank Julius Bar

Julius Baer is the leading Swiss wealth management
Bank.

We focus on providing holistic and personal advice

tailored to the needs of each valued client.

Within Information Security the data of our clients is

of most value. Therefore an early onset of threats
and risks helps us to stay protected and remain

vigilant.
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Poll #1

Does your organization have the ability to measure

Information Security?

(A)Yes!

(B) Somewhat
(C)Not yet
(D)Don’t know
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Scenario

To effectively manage IT and Information Security
risks Bank Julius Baer looked for a way to assess the
effectiveness of its implemented strategy, risks and
processes in order to reach a state of Continuous

Assurance.

Continuous assurance gives peace of mind that a
state of compliance is ongoing rather than just an
expired snapshot.
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Simply Put

Need to measure Effective Reporting

Information

Information
Security

to all Key

Security Drivers
Y Stakeholders
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Simply Put

Need to measure

_ Effective Reporting
Information

Information

to all Key

Security Drivers
Hrty LI Stakeholders

Security

Derived Security Requirements
Technology Neutral Technological
Phishing Vulnerability and Patch Management

Information Security Training Baseline Compliance
Security Project Involvement SIEM Operational Effectiveness
IAM Role Assignment Status Firewall Rule Recertification

Incident Report Red Team Exercises Completed

Risks Transport Layer Security
etc. etc.
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Problem .

The challenge with measuring information security
is to assess your current state and take a
comprehensive approach in bringing together
existing measurements into an understandable

format.

An impossible challenge?
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Key Challenges

Understandable
Define relevant Security Controls

with associated KRIs

Complete

@ |dentify Information Need

Automated

@ Establish a sustainable
measurement model
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Poll #2

When measuring Information Security what are the

most important aspects to consider:

(A)Management Buy In
(B) Easy to understand Reporting
(C)Complete measurability

(D)Automation
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Strategy / Approach

@ Know your Stakeholders
Senior Management, IT, HR, Audience, etc

Create a simple visualization

= Test your ideas and involve expert user
interface creators

@ Ensure updated raw data
The underlying data which is sourced needs to

be trustworthy
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Solution

We have established an aggregated scorecard
visualizing technical and non-technical information
security requirements with a daily automated feed
to ensure an up-to-date view on all relevant risks

related to information security.

We are now able to detect issues within information

security and take corrective action.
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Business Benefits

Increased transparency

Evidence of meeting requirements

Support decision-making

Reduction of attack surface

ORORORO
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Key Take Aways

% Do Information Need

What do you want to measure?

Governance

With whom will you discuss your results?

Be patient

Measurability only gets one shot
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Key Take Aways

Measure

@ Information
Security
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Julius Bar

Information Security
Bank Julius Baer & Co. Ltd.
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